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PekomeHpaduii knieHtam lNMonikombaHKy
'—E-—\\ NOAIKOMBAHK Wwoao BMsABIeHHS diluMHroBux Beb6canTiB

DiWnHr — BUA, iIHTEPHET-LLAxXpancTaea, MeTOK SKOro € OTPUMaHHS AOCTyny A0
KOH(iAEHUINHNX JaHUX KOPUCTYBaYiB — JOriHiB i naporsis. Lie cnoHykaHHS
KOopucTyBa4a BBECTM CBOI iAeHTUdiKaUiHi Ta ayTeHTUdiKauivHi aaxi (NoriH,
naporib) abo iHWY nepcoHasnbHy iHPOPMaLito LIISXOM 3aneBHEHHA KOPUCTYBaYiB
LLIOAO0 OOCTOBIPHOCTI Ta CNpaBXHOCTI (hanbLlUMBMX (CneuianbHO CTBOPEHNX ANS
LibOro) MEPEXEBUX PECYPCIB, TAKMX SIK nowiTa, BeD-canTun, CTOPIHKK aBTopu3auii y
couianbHNX Mepexax ToLo.

Hanbinbl uikaBumu Ans waxpaiB Ta KibepanounHuiB € noriHu i naponi Big
MEepEXeBNX ramaHUiB, HOMepK, CTPOKM Ail Ta Koam 6aHKIBCbKUX KapT, a TaKoX
naponi Bi4 akayHTIB couianbHuX Mepex i 6rorie. BukpaaeHi gaHi, 3a3sunyan,
BMKOPUCTOBYHOTLCA AN BUKPAAEHHS KOLITIB 3 6aHKIBCbKUX paxyHKiB

abo npogatoTbCs B IHTEPHETI.
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CARDHOLDER NAME

1234 567

Ctpok gii Homep kapTtu CVV-kopn
Ak npauroe ilmHr?

DiwmHroBi aTakm 3a3Bmyan 34iNCHIOKTLCA Yepes eNeKTPOHHI NUCTW,
oronoLeHHst abo canTun, CXOXi Ha Ti, AKi BM BigBigyeTe. Hanpuknag, Bu moxerte
OTpMMaTW ENIEKTPOHHUIA NIUCT, CXOXMIA Ha NUCT i3 BaHKy, 3 NpOXaHHAM NigTBEPAUTH
HOoMep 6aHKIBCbKOrO paxyHKy.

DiwmHroBun cant — Bed pecypc, AKNMA BUMAHIOE PEKBI3UTM NNATIXKHUX KapTOK
nig BUrNs4oM HagaHHA HeiCHYuYnX nocnyr. binbwicTb iluMHroBMUX caunTiB
HagalTb HEICHYOYI MOCYrn 3 NMOMNOBHEHHS MOBINBLHOIO paxyHKy, 6aHKiHry Ta
nepekasy KOLITIB 3 KAPTKN Ha KapTKy. HacTo QuilUMHIOBI canTu KOMitoKTb
opuriHanbHi CTOPiHKM BiAOMUX CepBiciB, 6aHkiB.

PDilMHroBe NOBIAOMSIEHHS — NIUCT eNEeKTPOHHOI nowTtn, SMS, abo iHwe
NOBIAOMITEHHS, AKe BUrnsaaae gk NoBigOMMEHHS Big Ha4iMHOI opraHisauii,
npusHa4vyeHe Ans BUKPaAEHHA nepcoHanbHUX AaHuUX KOpUCTyBadiB. 3a3Bunyan
NOBIAOMIIEHHSA MICTUTb riNepnocuaHHs, sike nepeagpecoBye KOPUCTyBaYiB Ha
3rnoBMUCHI (Nigpo6Hi) Be6-canTu, AKi 3a BUrNsiA4oM abo No iMeHi ay»Ke CXoxXi Ha
odoiuinHi Be6-canTn opraHisauin, abo BkrnageHun dann, SKun Moxe MiCTUTK
LWKianmBum ko, abo nocunaHHs.
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NONONHUTL MOBUNEHBLI 6e3 KoMuccum E Q

Bce Hoeoctu Bugeo Kaprunku Kaprel Ewe Hactpoiiku WHCTpymeHThI

Peayneratos: npumepHo 166 000 (0,47 cek.)

[MononHeHne MoGunbHOro TenegoHa - Bce onepaTopbl YKpauHbl
www.moneyforphone.top/ ¥
MomeHTansHoe nononHeHue Terleli)OHa Des komuccuu ¢ Kaptbl

visa visa @2 @D 7 @uen S IR e o

MononHWTb cyeT MoBunbHoro TenedoHa 6aHKOBCKOW KapTon — iPay.ua
https:/www.ipay.ua/ru/bilis/charge-mobile v
Mononxenne cuerta Tenedona kaproii Visa unu MasterCard oxnaiii, 6e3 peructpauumn Ha
NPOU3BONLHYK CyMMY 33 1 MUHYTY.
MononHenune cueta "Kuescrap” - MononHenue cueta MTC - Vodafone - Naitd

BuBeneHHs ilumHroBoro BebcanTy Ha nepLue micue pesynbsraty
HeCKriaZHOro 3anuTy KopucTyBaya B MNoLUYKOBIN CUCTEMI.

[UTATEXBRHERERASVY TIEA KITIKY
AIDRSEAISACIEERINBILL 11 32 paxyHKU

MUTTEBI MrPOLLOBI MEPEKA3N
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—\ TMEPEKA3 { MONOBHATU IHTEPHET
B) KOLUTIB HA KAPTKY | MOBINBLHAN I TENEBAYEHHA

Kulpetepro
KnisrasEneppxi

Kunissogoxanan

NEPEKA3ATU rPoLLI
3 KAPTKU HA KAPTKY

Bce npocTo!

Bu 3moxeTe HaaicnaTi KOWTH KOMY 3aBroOAHO, 4OCTATHBO 3HATH NULE HOMEp
nnaTikHOT KapTku ofepXKyBava.

MEPEKA3ATU

[

lNpuknagn gilMHroBNX CaunTiB.

PekomeHpaduii knieHtam lNMonikombaHKy
LoAo BUSIBIIEHHA hiluMHroBux Beb6cauTiB
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Ak po3ni3HaTtn pilnHIr?
OCHOBHIi O3HaKM WaxXpPanCbLKOro eneKTPoOHHOro sfiucra:

"  TPUBOXHUW XapaKkTep MoBigOMIIEHHS, HANpuknaa, iHPopPMYTb, WO BaLwi
paxyHKn 3abrnokoBaHo, a KOWTn — B Hebe3neLi;

"=  0biuArTbL «nerki» rpowi (Burpall, Hag3BMYanHO BENMKa 3HWXKKA Ha ToBap
TOLLO);

"  CNOHYKalTb agpecata BUKOHATW TEPMIHOBO Ta LUBUAKO BKa3iBKWU 3 NIUCTA;

" Y JIUCTi NPOCATbL 3aBaHTaAXWUTWU MNEBHUA O0O4ATOK YN NEPENTU 3a MNOCUMAHHAM;
NOMWIIKWU B TEKCTI NMcTa Ta B TEMI MOBIOOMIEHHS.

Axkwo nowToBa nporpama y agpeci BignpaBHuKa Bigobpaxkae nowToBy agpecy
HiGuTO Big 6aHKy (y noni «Big:»), Hanpuknaa pcb@policombank.com, ue He
rapaHTye, Lo NUCT AiNCHO HaginwoB Big NonikombaHKy. PiluMHIoBi NOBIAOMMEHHS,
3as3Bunyan, MarTb BUMMS eNeKTPOHHOIo SINCTa, SKUW 330BHI He BiAPI3HAETLCS Bif,
CrnpaBXHbOro nucrta Big 6aHky. LLaxpai MoXyTb NigMIHUTM ENEKTPOHHY aapecy, sika
BigobpaxkaeTbca B Oyab-AKin NOWTOBIM Nporpami. PakTnyHa agpeca waxpas Moxe
OyTy BUSIBNEHa Npu nepernagi NoOBHOro TEKCTY nucTa.

B enekTpoHHi NoLwwTi BUKOPUCTOBYETLCS 3arasibHa NpakTuka iLUnHry:
HaOCUMaHHA 3anuTy KOpUCTyBayaM LLOL4O OHOBJIEHHS iHGpOpPMaLLil MPO akayHT.
[MpoTe, KOnM BM HaBoaUTE MULLIEIO HA MOCUNAaHHSA, Nepexig Ha cnpaBXHin Be6-canTt
KoMmnaHii He BiabyBaeTbcs. 3amicTb LbOro BigdyBaeTbcsa nepexig Ha ilumHrosui
Caur.

IHbopmauisn, AKy MOXYTb 3annTyBaTuU (PILLMHIoOBI CanTu:

= |MeHa KopucTyBaya Ta napori;

= Howmepwu couianbHOro cTpaxyBaHHS;

= Homepu GaHKIBCbKMX paxyHKiB;

=  PIN-kogm (ocobucTi igeHTndikauinHi Homepw);
= Howmepu kapTok;

= [liBoye npi3BuLLe maTepi;

= Baw geHb HapoaKeHHs.

OCHOBHIi 03HaKu pilLMHFOBUX CaMUTIB:

ByabTte yBaXHi, AKLLO:

1. Ha cawrTi, 9kuin NponoHye KopuUcTyBayvy BBECTU KOHiAEHUiNHI aaHi, BIOCYTHE
BesneyHe 3’€AHAHHSA (JOMEH CTOPIHKM 3aXULLIEHOro CanuTy Mae NoYnHaTmuCs 3
https:// a He 3 http://, Ta B agpecHin cTpiyui bpay3epa BigobpaxaeTbCa CMMBON
Ge3nevyHoro 3’eHaHHA - 3aMKa 3 3aMKHYTO OYXKOH0).
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Ane o3Haka 3axuLLEHOro 3’eqHaHHs He € rapaHTieto 6e3neyHocTi canTy. 3apas Bce
Binblwe QilMHroOBMX CanTiB HanawToOBaHi HA BUKOPUCTaAHHSA NPOTOKOSY 3aXULLEHOT
nepegavi gaHmx HTTPS. BukopuctaHHa cantom HTTPS cTBoptoe xnbHe BiguyTTA
Geanekn, agxe GaraTo XTO BBaXae, WO 3aMOK abo «3eneHa nosHayvka» nopsg 3
agpecoo CanTy CBigYMTb NPO MOro HagivHicTb. ToMy NOTPiGHO 3a3Bu4aim
nepekoHaTUChb, WO OMEH CalTy LIMNCHO HanNeXxmnTb NeBHiW oprauisauil.

2. Cant 3apeecTpoBaHMi Ha Nig03pPiNoMy JOMEHi, CTBOPEHUIN HA KOHCTPYKTOPI
caunTiB, B agpecHoMy psiaKy BigobpaaeTbCs ogHakoBa agpeca Ans BCiX CTOPiIHOK.

3. HagaBHICTb HYNbOBUX KOMICIM Ta iHLLIMX HEMMOBIPHMX NPONO3ULIN. AKLLO fUCT
3aHaaTo aobpun, wob 6yTy NpaBaoto, BiH, HANEBHO, € (iLLMHIOBUM.

4. HasiBHICTb rpamMaTnU4HMUX Ta CUHTaAKCUYHUX MOMWUITIOK Y TEKCTI, HeakTyarbHa
iHbopmaLisi, CYMHIBHUM 30BHILLHIN BUrNAA. (ane BigCYTHICTb NOMUMOK He €
[0Ka30M NeriTMMHOCTI).

5. JleriTuMHi canTu 3as3Bmvyan MacKyoTb BBEAEHHS NaponiB Ta KapTKOBUX
PEKBI3UTIB (Hanpuknag, 3ipoykamu) abo BMKOPUCTOBYHOTb BipTyanbHy

KnasiaTypy, diLLMHIOBI CanTU — Hi.

6. MNicns BBegeHHs AaHUX KapTkK, BiadyBaeTbecsa 30i1 onepadii, KOWTn 3HATI, ane
He 3apaxOoBaHi.

Ak 3axucTutnca Big QilnMHry?

LLlo6 yHMKHYTM QuiLLMHIOBMX aTak, 3BepTanTe yBary Ha onucaHi BuLLE O3HaKK, 3a
AO0MOMOrO SAKUX MOXHA BUABUTU (PILLMHIOBI MNOBIAOMIEHHS.

JoTpuMyinTeCcb HaCTYNHUX peKkoMeHAaauiu:

1. 3aBXan nepeBipsanTe AOMEHHE iM'A B adpecax CanTiB Ta agpecax efeKkTPoHHOI
MOLUTMW.
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3aBxau nNepeBipsanTe AOMEHHE iM’Sl B aApecax CamTiB Ta agpecax efekTPOHHOI
noLwTH.
[MonikombBaHK Mae oiLiNHO 3apeecTpoBaHi JOMEHM:

= policombank.com
= poli.com.ua

OdpiyinHmn Beb6-canT MonikombaHky: https://www.policombank.com
Agpeca cuctemu KnieHt-6aHk MNMonikomBaHky: https://ifobs.policombank.com

[MonikombBaHK MOXe BMKOPUCTOBYBaTb MOLUTOBI agpecu 3 odiulinHO
3apeecTpoBaHMX AOMEHHUX IMEH, a TaKoX afpecu:

= policombank@gmail.com
» ifobs@gmail.com

2. BukoHynte nepeBipky SSL cepTudikaty Ans AOMeHy i CTPOK Moro ail.
BrnactmeocTi cepTucdpikaty MoXxHa nepernsiHyTM HaTUCHYBLUM B Bpay3epi Ha
cMMmBonn 6e3nevHoro 3’eqHaHHA (3a3BMyan 3Ha4OK 3aMKa) Nopsia 3 agpecotro
cauTa.

3. Axwo Bn oTpumann CyMHIBHOro eneKkTpoHHOro nucTa Bifg iMeHi [NonikombaHky,
nosigomMTe Npo e 6aHK 3a TenedoHOM KOHTaKT-UeHTpy (0462) 678 000

(Pexxum poboTun: noHeainok — msatHiusa 3 09.00 go 12.30 ta 3 13.30 go 17.00)
Ta nepeLwwniTe CYMHIBHUI NIUCT 3 KOMEHTaPSMWN Ha eNneKTPOHHY agpecy
bezpeka@policombank.com

4. [lisHaBanTeCb Npo HOBI MeTOAM (PiLLWHIY: YnTanTe 3acobn MacoBol iHopMaLii
OS5 OTPUMaHHSA HOBOI iH(bopMaLii Npo goiLLMHIOBI aTaku, OCKINbKM Kibep3novmHui
MOCTINHO 3Haxo4ATb HOBI METOAM ONA BUMAHIOBAHHS JaHUX KOPUCTYBauiB.

5. He Hagcunante obnikosi gaHi: 6yaste 0CobMBO yBaXHi, KONW B €NEKTPOHHOMY
nncTi Ha4ebTo NepeBipeHi opraHisauii 3anuTytoTb BaLli 06MnikoBi abo iHLWi
KoHdiAeHUinHI aaHi. Y pasi HeobxigHOCTI nepesipTe BMICT NOBIAOMITEHHS,
BianNpaBHMKa abo opraHizauito, KKy BOHW NpeaCcTaBNsAloThb.

6. He HatuckanTte Ha nigo3pini KHONKK Ta NOCUNaHHA: AKLWO nigospine
NOBiIAOMIIEHHSA MICTUTb NOCUNAHHA abo BKNAOEHHS, HE HaTUCKaNTe Ta He
3aBaHTaxyunTe BMICT. Lle MOXe npu3BecTn Ao nepexony Ha LWKignvBun Bed-cant
abo iHdikyBaTK BaLl NPUCTPIMN.

7. PerynapHo nepesipsiite o0iKoBi 3an1cu: HaBiTb AKLLO BU HE MaeTe Nigo3p, WO
XTOCb HaMaraeTbCs BUKpPaCcTX BaLli o6nikoBi gaHi, nepesipTe 6aHKiBCbKi Ta iHLUI
obnikoBi 3anncuK B IHTEPHETI HA HasIBHICTb Mig03pinoi akTUBHOCTI.
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NMoBigomneHHA B 6aHK:

PekomeHpaduii knieHtam lNMonikombaHKy
HeranHo npoiHgopmyinTe 6aHK B pasi:

LoAo BUSIBIIEHHA hiluMHroBux Beb6cauTiB
BTpaTX €NeKTPOHHOro nnaTiHOro 3acoby;

ANCTaHUiNHOro 0B6CnyroByBaHHS;
3MiCTYy.

HeCaHKLiioHOBaHOro goctyny abo 3MmiHu iHhopMalii KnieHTa B cuctemax

(0462) 678 000

NMoHepinok — N’ATHULUA

BUSAABMNEHHS iluMHroBux BebcanTiB abo oTpumaHHsa BigoMocTen nogibHoro

309.00 no 12.30
Ta 313.30 no 17.00)
BuasneHi ¢piwmHrosi Bebcantu:

O3HaromMnTnCA 3 Nepenikom cauTiB, SKi CTaHOBNATb HeGe3neky, MOXHa Ha
odpiuinHomy pecypci EMA B posgaini BlackList EMA:
https://www.ema.com.ua/citizens/blacklist

NMocunaHHA Ha cTOPiHKY odpilinHoro IHTepHeT-NpeaAcTaBHULTBA

HauioHanbHOro 6aHKy, Ha AiKin po3MilleHO AOBIAHUK OaHKIB, WO MICTUTb
iHpopmauito npo 6aHKKU Ta BifgoKpeMreHi nigpo3ainu 6aHKiB:
https://bank.gov.ua/ua/supervision/institutions




